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ABSTRACT: Wireless sensor networks are increasingly gaining attention. In recent years, a great deal of 

monitoring, control and tracking applications have been designed for different scenarios. For such networks, 

camera-enabled sensors can retrieve visual data from a monitored field, providing valuable information for 

many applications. In general, those networks have resource constraints of processing, memory, energy and 

transmission bandwidth, imposing many design challenges. Nevertheless, a group of applications may also 

have security requirements, which bring additional complexity to be handled. Most traditional security 

mechanisms for popular networks, like the Internet, are not suitable for wireless sensor networks, demanding 

proper investigation in this area. In this paper, present developments in encryption and privacy in wireless 

sensor networks deployed for transmissions of image snapshots, reviewing innovative approaches to provide 

different levels of security. Promising research directions are also discussed.  
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I. INTRODUCTION 

Wireless sensor networks (WSN) are a class of ad hoc 

networks where resource-constrained sensor nodes are 

deployed for some kind of monitoring or control 

function. A typical configuration of sensor nodes 

comprises one or more sensing units, one processor, 

memory, a communication component and a power 

source. Such sensors will then be used to perform 

measurements of some physical magnitude from the 

surrounding environment [1]. Those measurements are 
processed and transformed into electrical signals, which 

are finally transmitted using the communication 

component over a wireless channel toward the sink 

node, supported by a set of protocols and 

communication standards. WSN that gather visual data 

from a monitored field operate under the same 

principles, but visual data sensing, processing and 

transmission are more challenging due to the huge 

amount of information to be handled when compared to 

scalar data. 

In general, sensor nodes have processing, storage and 

transmission limitations originating from their resource-
constrained nature. Camera-enabled sensors deployed 

to retrieve image snapshots and video streams will 

typically demand more resources than traditional scalar 

sensors, bringing additional challenges to the design 

and operation of wireless visual sensor networks 

(WVSN). In recent years, many works have proposed 

innovative solutions to enhance the performance of 

those networks, presenting promising contributions 

[2,3]. For some of them, sensing and transmission of 

image snapshots are more feasible than sensing and 

transmission of video streams, defining the scope of 

wireless image sensor networks (WISN) [4,5]. 

Many WISN applications will have security 

requirements. Sensor nodes may be deployed in large 
and hard-to-access areas, where the wireless channel 

might be accessed by unauthorized people. In addition 

to inherent problems when trying to assure 

confidentiality, the transmission flow may also be 

subject to integrity attacks. At last, authentication is 

also required for many applications, in order to assure 

that retrieved information comes from valid source 

nodes. 

The resource-constrained nature of typical WISN 

applications discourages the use of traditional security 

mechanisms as those employed on the Internet [6,7]. 

Strong cryptography, for example, may rapidly deplete 
the limited energy supply of sensor nodes. As an 

alternative, some works have proposed innovative 

approaches to address these issues, employing 

optimized solutions.  
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Wireless sensor networks have much vulnerability that 

could be exploited by intruders. Thus, we initially 

describe common vulnerabilities in wireless sensor 

networks, which may also affect wireless image sensor 

networks. 
Confidentiality, integrity and authenticity can be often 

assured by data encryption, which is used as a basis for 

many security approaches. We then state the 

fundamentals of data encryption in wireless sensor 

networks, indicating promising approaches when 

dealing with image sensing. More specifically, we 

survey the main issues related to symmetric and 

asymmetric encryption in wireless sensor networks and 

how such paradigms relate to image coding. Moreover, 

we survey research works covering different aspects 

related to image security in wireless sensor networks, 

addressing selective encryption and watermarking. 
Additionally, secure image monitoring in wireless 

sensor networks is also reviewed, since it can bring 

significant results to those networks. 

Defense Mechanisms using cryptography 
Security threats in wireless sensor networks push us to 

incorporate some defense mechanisms. Different 

approaches may be employed to try to preserve security 

requirements of sensing applications, but the adopted 

mechanisms should comply with the particularities and 

limitations of the employed sensor networks. 

Image Cryptography 
In general, secure data transmissions can be achieved 

through symmetric or asymmetric cryptography. Both 

of them present advantages and drawbacks that should 

be properly evaluated for each type of WSN 

application. For the particular case of image sensing, 

the additional burden for the transmission of large 

amounts of data should also be considered. 

Selective Image Encryption 
In general, the process of data encryption and 

decryption is very costly in time and computing power. 
Frequently, it is not possible to apply data security in 

some applications, especially when there are severe 

constraints in processing power and energy supply. For 

wireless sensor networks, energy efficiency leads most 

of the optimization efforts, usually turning security into 

an optimally and lowly desired issue. 

Additionally, this scenario may be even more stringent 

for security assurance when visual sensors are 

deployed. Nevertheless, many applications may require 

secure data transmissions, potentially defining a 

complex scenario.  

In selective encryption, the basic idea is to encode only 
a set of blocks of sensed images. This is possible 

because some compression algorithms are based on 

data decomposing, generating parts of the compressed 

data with varying relevance. In fact, in those relevant 

parts is concentrated more significant information from 

the original data [8]. Figure 1  presents a general 

diagram comparing traditional and selective encryption. 

On the other hand, segments of original images with 

different importance for the application, as the edges 

and human faces in still images, may also be considered 

to guide encryption [9]. Among such approaches, two 
coding algorithms are well suited for selective 

encryption: quadtree coding and wavelet coding. 

Quadtree-based algorithms are simpler and outperform 

JPEG at low bit rates, while wavelet-based algorithms 

have good compression performance [8]. 

 
 

(a)                                                              (b) 

Fig. 1. Cryptography paradigms: (a) traditional encryption; (b) selective encryption. 
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Wavelet-Based Image Coding 
This method creates a hierarchy of frequency bands 

coefficients called pyramid decomposition. Figure 2a 

presents the pyramid band image, where the number of 

the label indicates the level of the pyramid. Figure 2b 

shows the tree of coefficients. Generally, wavelet-based 

algorithms are based on zerotrees [11], having the 

advantage of grouping the insignificant coefficients 

within zerotrees and indicating their insignificance very 

efficiently. 
 

  
(a)                                                                   (b) 

Fig. 2. Image decomposition with wavelet-based coding: (a) hierarchy of coefficients 

(pyramid decomposition); (b) tree of wavelet coefficients 

In a wavelet-based compression, the band of highest 

compression level contains the most important visual 

information [10]. The highest level of the pyramid is 

called the LLband, which is the root of the tree. 

Therefore, encrypting the root block of the tree and 

leaving levels below unsecured creates a reasonable 
level of protection for transmitted images. Without 

relevant parts of images, i.e., parts that contain the most 

important visual information, it is not possible to 

reconstruct original images. This compression method 

is quite similar to quadtree, but instead of being 

centered at homogeneity, the significance factor decides 

whether the data set is partitioned or not. An efficient 

algorithm for this compression paradigm is discrete 

wavelet transform (DWT).  

In summary, DWT decomposes raw images into 

smaller parts, called sub-bands or sub-layers, where 
each sub-band image has different relevance in the 

process of reconstructing original images [12]. Thus, 

each sub-band can be placed into one or more data 

packets, where the sub-band of greatest relevance will  

always have higher priority than remaining sub-bands. 

It is worth mentioning that by using DWT, the sub-band 

of greatest relevance is essential for the reconstruction 

of the original image, and without it, the reconstructed 

image is not sharp. 

 

 

 

 However, only with the sub-band of greatest relevance 

is it possible to reconstruct images of acceptable 

quality, depending on the application requirements. 

Figure 3 shows an example of encoding in one and two 

levels using DWT compression for a sample image with 

128 X128 pixels of resolution. 
In such a way, if we apply DWT compression and 

encrypt image sub-bands of the highest importance, we 

will be conducting a selective encryption of images. 

Doing so, safety would be ensured for entire images, 

since without the most relevant part, it is not possible to 

reconstruct the original sensed images. Furthermore, the 

combination of DWT with encryption reduces 

computational and communication overhead, saving 

resources while providing encrypted communication. 

Some recent works have addressed selective encryption 

in wireless multimedia sensor networks, covering 
relevant issues for images and video streams [13]. 

In [14], a selective encryption approach for DWT-based 

images is proposed. That work proposes joint  

compression and encryption for image transmissions in 

WSN. Aiming at fast encryption, the authors exploit 

entropy coding, the MQcoder and a lookup table for 

selective encryption, which assure fast encryption, even 

for bigger images. Doing so, only a small amount of 

encrypted data is generated and transmitted. 
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Fig. 3. Discrete wavelet transform (DWT) coding 

generating one and two levels ofresolution [12]. 

CONCLUSIONS 

Security mechanisms may be essential in WSN design. 

Recent works have focused on innovative mechanisms 

to provide different levels of security depending on the 

available resources of sensor networks. In this context, 

encryption is very important for WSN applications, 

since these networks are highly prone to security 
failures due to their wireless and distributed nature. 

Selective encryption of images is an important 

mechanism to ensure security in networks with resource 

constraints.  

As traditional encryption mechanisms may be 

unfeasible for WISN due to high overhead of 

computing and communication, a feasible solution 

could be exactly the combination of encoding 

algorithms with cryptography. Authentication 

performed by watermarking and secure image 

monitoring is also relevant issues that were surveyed in 
this work. The performed review has brought 

significant contributions to investigations in wireless 

image sensor networks, potentially supporting valuable 

research in the coming years. 
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